POWER
Hosted PowerLender LENDER

Browser Setup Guide

Loan Origination System

This document covers some of the basics of setting up a browser to best work in the Hosted PowerLender
environment. This only covers some of the more critical settings and there may be others that need to be
tweaked depending on the configuration changes made on your browser. Note that the default settings
of most browsers with the Sun Java Plug-in installed is all that should be necessary for the Hosted
PowerLender site to work properly.

Prerequisites
The following prerequisites must be adhered to in order for PowerLender to run in a browser:

1. Must be running Windows 10.
2. Canonlyrun on Internet Explorer 11 (Chrome and Edge are not supported at this time)
3. Must be running on Java RunTime Environment (JRE) 1.8.0.242 (Java 9 and later are not currently
supported).
4. Ports 22, 80, and 443 must be open to kyhousing.powerlender.com.

DigiCert - Java Applet Signed

The following must be allowed:
e http://timestamp.digicert.com
e https://timestamp.digicert.com

NOTE - Java requests the URL of the server used to verify the timestamp of the certificate. Please note
this can change at any time.

NOTE WHEN LAUNCHING PowerLender
Two windows are opened upon PowerLender launch:

e A small-window print applet. This is used to render print jobs on the local PC. It can be
minimized, but it should be left open.

e The PowerlLender application itself (large window). When using multiple monitors, the window
may need to be resized by pulling in from the right edge using the mouse. Look for pull down
menus including Application and Help in the upper left corner.

Sun Java Plug-in

The most frequent issue clients have with the Hosted PowerLender site is not having the Sun Java Plug-in
installed or enabled properly. The easiest way to test this is by using your browser to access the following
URL: https://java.com/en/download/installed.jsp. This will give you information on whether Java Plugin
is working correctly or not. Figure 1 shows what to expect when Java is installed and working correctly.
Figure 2 shows a browser where Java is not working correctly. If that happens, Java has a set of steps to
follow below this that will help you get Java working properly with your browser. Some of these steps
include installing Java if not installed, or enabling it in the browser if Java is not turned on.
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Verified Java Version

o Congratulations!
You have the recommended Java installed (Version 8 Update 121).

Figure 1

How do | test whether Java is working on my computer?

Mo working Java was detected on your system.
Install Java by clicking the button below.

ree Java Download

Figure 2
Other Browser Settings:
There are several other settings that are needed for Hosted PowerLender site to work properly in most
environments. These settings include Compatibility View Mode, Trusted Sites, and allowing cookies and
pop-ups. The instructions for modifying these settings below are for Internet Explorer 11. Please contact
PowerlLender Support (support@powerlender.com) for assistance with other browsers if necessary.

Compatibility View Settings:

Adding the Hosted PowerLender site URL to the browser’s Compatibility View Settings will force Internet
Explorer to behave similar to other browsers and remove a couple of issues with file uploads and viewing
reports that occasionally occur.

To modify this setting in Internet Explorer, select the Tools button 05 , and then select Compatibility
View settings as shown in Figure 3. Under Add this website, type powerlender.com in the box and click
Add to add it to the list of websites as shown in Figure 4. Click Close to close out of the Compatibility View
Settings.

{\A Change Compatibility View Settings

Print >
File >

Zoom (100%) >

Safe‘ty > Websites you've added to Compatibility View:

powerlender.com Remove
remaotelender.com

Add this website:

Add site to Apps

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

[+ Display intranet sites in Compatibility View
Compatibility View settings % [+] Use Microsoft compatibility lists

Learn more by reading the [nterned Explorer privacy statement

Internet options

About Internet Explorer Close

Figure 3 Figure 4
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Trusted Sites:

Adding the Hosted PowerLender site URL to the browser’s Trusted Sites will stop from applying some of
the more strict security settings against it. This is not necessary with the default settings but if security
settings have been turned up, it can help to ensure the Hosted PowerLender site works correctly.

To modify this setting in Internet Explorer, open Internet Options, select the Security tab, and click on the
Trusted Sites. This will enable the Sites button as shown in Figure 5. Click on the button and type
https://*.powerlender.com in the box and click Add to add it to the Trusted Sites as shown in Figure 6.
Click Close to close out of the Trusted Sites window and OK to close the Internet Options.

Internet Options t ®

General Security Privacy Cd;@ent Connections Programs  Advanced

Select a zone to view or change security settings.
P ¢ vV O
v
Internet Local intranet  Trusted sites  Restricted sites . ) L
You can add and remove websites from this zone. All websites in
n r 8 n q
= ~ 5 this zone will use the zone's security settings.
__ o5
#  This zone contains websites that you
v’ trust not to damage your computer o
yaur files, . q
You have websites In this zone. Add this website to the zone:
Security level for this zone | Add
Allowed levels for this zone: All
Medium Websites:
Prompts before downloading potentially unsafe content ™
=) - Unsigned Activex. controls will not be downloaded https://*.hostedps.com Remove

https://*.powerlender.com
https://*.powerseller.com
E Enable Protected Mode (requires restarting Internet Explorer)

Custom level.... Default level
Fe ok oal T To et Tearel Require server verification (https:) for all sites in this zone
H
Close
OK Cancel
Figure 5 Figure 6
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Allow Cookies:

Adding the Hosted PowerLender site URL to the Always Allow Cookies browser option will help ensure the
login session does not have issues. Again, this should not be necessary with the default browser settings.

To modify this setting in Internet Explorer, open Internet Options, select the Privacy tab. The Sites button
as shown in Figure 7 will allow you to add the Hosted PowerLender site to always accept cookies. Click on
the button and type powerlender.com in the box and click Allow to add it to the Domains as shown in
Figure 8. Click OK to close out of the Per Site Privacy Actions window and OK to close the Internet Options.

Intermet Options T X Per Site Privacy Actions X
Priva
General Security Privacy Content Connections Programs Advanced Manage Siﬁ
Settings & | Yotfcan specify which websites are always or never allowed to use cookies,
1 ragardiass of thair privacy policy
Stes et e
Type the exact addrass of the websita you want to manage, and then click Allow or
Location Block.
O Nﬁ“'"_" alﬂlow \t.yobsltcs to request your Clear Sites To remaove a site from the list of managed sites, select the name of the website
ey Hhaeaon and click the Remova butfon
Pop-up Blocker
i Address ol website:
| Tum on Pop-up Blocker Settings r 1
InPrivate Block
2 Disable toolbars and extensions when InPrivate Browsing starts Allow
Managed websites.
Domain Satting Remove
powerlender.com Abways Allow
Hemove all
OK
0K Cancel Appiy
Figure 7 Figure 8
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Allow Pop-ups:

Adding the Hosted PowerLender site URL to the sites allowed to display pop-ups will ensure that hidden
windows are not blocked. This can be the printing window or certain report windows.

To modify this setting in Internet Explorer, open Internet Options, select the Privacy tab. The Settings
button under Pop-up Blocker as shown in Figure 9 will allow you to add the Hosted PowerLender site to
always allow pop-ups. Click on the button and type powerLender.com in the box and click Add to add it
to the allowed sites as shown in Figure 9. Click Close to close out of the Pop-up Blocker Settings window
and OK to close the Internet Options.

Exceptions

Pop-ups are currently blocked. You can allow pop-ups from specific
# Il websites by adding the site to the list below.

Address of website to allow:

‘ Add

Allowed sites:

*.powerlender.com Remove

Remove all...

Notifications and blocking level:
Play a sound when a pop-up is blocked.
Show Notification bar when a pop-up is blocked.
Blocking level:

Medium: Block most automatic pop-ups M

Learn more about Pop-up Blocker

Figure 9
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How to Add Java Security Exception — Windows 10
PowerLender’ LOS

The procedure below will address this error:

Java Application Blocked ot

Application Blocked by Java Security ||8

For security, applications must now meet the reguirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run,

More Information

Hame: nxapplet
Location: htips:/fkyhousing. powerlender.com

Your security settings have blodked an application signed with an expired or

EEEDTE not-yet-valid certificate from running

1. Click this 4-panel Window icon (usually) at the bottom left of your screen.

= Local Dis
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2. From the options, select Search

Apps and Features
Mobility Center

Power Options

Event Viewer

System

Device Manager
MNetwork Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings
File Explorer
Search

Rumn

Shut down or sign out

Desktop

3. Type Java, look for Configure Java. You should see this match.

h &
Best match

| Configure Java
=) App

Apps
Check For Updates

About Java
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4. Click on the Configure Java app. This panel should open.

Java Control Panel — =

Update Java Security Advanced

About

View version information about Java Control Panel,
About...
Metwork Settings

Network settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

Network Settings...
Temporary Internet Files

Files you use in Java applications are stored in a spedal folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... View...

Java in the browser is enabled.
See the Security tab

5. Click the Security tab shown in the last step.

£)| Java Control Panel — *

General Update Java SECU”W: Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(®) High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

@

Edit Site List...

Restore Security Prompts Manage Certificates. ..

Cancel Apply
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6. Click Edit Site List shown in the last step.
| £:| Exception Site List W

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Click Add to add an item to this list,

fﬁh FILE and HTTF protocols are considered a security risk,
We recommend using HTTPS sites where available,

QK Cancel

7. Click the Add button shown in the last step and type https://kyhousing.powerlender.com as shown below.

| £:| Exception Site List w0

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location B

-‘utn:us:,.",.'kyhnusing.pnwerlender.u:nm I

Add Remove

"ﬁh- FILE and HTTF protocols are considered a security risk.,
We recommend using HTTPS sites where available.

Caree

8. Click OK to close the Exception Site List
9. Click OK to close the Java Control Panel
10. Test PowerLender launch.
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